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53.1% of entire China Population use internet
The average person will spend nearly

3 hours/day = 8 YEARS, world’s 2nd

Brazilians: 5 hours/day; U.S. people: 2 hours/day

Wechat

MAUs

963M

53.1% 

8 YEARS



$750 billion is spent by Chinese consumers 
online in 2016
--according to China’s National Bureau of Statistics
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Wechat

MAUs

963M

$750 billion
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Methbot creates 

300 Million fake ”reviews” and 

clicks a day, earning 

$5 million every day from them,

a report of WhiteOps (ad-fraud-detection company), Dec 2016
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HoloScope: Topology-and-Spike Aware Fraud 
Detection

2017/11/13 5

0.033
extra temporal and
rating information

HoloScope

 Our HoloScope: HS-α and HS detect injected fraudsters with higher accuracy
(F measure), even when the injection density become lower.

0.125



HoloScope: Topology-and-Spike Aware Fraud 
Detection

 Our HoloScope: HS detects suspicious users in online 
system data (Microblog: Sina Weibo).

2017/11/13 6

2
7
.4

%

6
1
.4

%
large result set 

with low 

precision

2.75 M users, 8.08 M messages, and 50.1 M 
edges in our data of Dec 2013



 Our HoloScope: runs near-linear time in # of edges.
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BeerAdvocate dataset Amazon Electronics dataset

HoloScope: Topology-and-Spike Aware Fraud 
Detection
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Abstract activities into bipartite Graph
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Problem of fraud detection

 Given:

• (user, object, timstamp, #stars)

 Find:

• a group of suspicious users, and objects,

 To optimize:

• the metric of suspiciousness from topology, rating 
time and scores.
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(user, object, timestamp, #stars)

(user, object, timestamp, #stars)

(user, object, timestamp, #stars)
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Why using graph to detect fraud?

 Content can be cheated by NLP technology

 Content is not available

 Graph is a good representation of 

• users reviewing/giving scores to objects

• a user clicking a link, and watching a video

 Dense blocks in such a graph are usually 
suspicious
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Average degree density works better than 
volume density for fraud detection

 Volume density
• Suppose 

✓a fraudster has # of accounts: a

✓his goal is click b objects 200 times

• Density: Τ(𝑏 ∙ 200) 𝑎 ∙ 𝑏 = Τ200 𝑎

• unlimited b does not increase density

 Average degree: arithmetic / geometric
• Arithmetic avg: Τ(𝑏 ∙ 200) 𝑎 + 𝑏

• Geometric avg: Τ(𝑏 ∙ 200) 𝑎𝑏

2017/11/13 13[Asahiro et al, SWAT‘96] [M Charikar, 2000] [B Hooi et al, KDD’16]



Very popular products are less suspicious

 Fraudar penalizes the weight of each edge

• preprocess: 𝑒𝑢𝑣 ← 1/log(deg 𝑣 + 𝑐) ∙ 𝑒𝑢𝑣,

✓where 𝑒𝑢𝑣 =𝕄(𝑢,𝑣), c =5

• avg degree: 𝑔𝑙𝑜𝑔(𝑋) =
1

|𝑋|
σ𝑢,𝑣∈𝑋 𝑒𝑢𝑣
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Fraudar: bounding graph fraud in the face of camouflage [B
Hooi et al, KDD’16]

𝕄

V

U

deg 𝑣



Challenge I: Hyperbolic community exists in 
real graphs
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cross-association [D Chakrabarti et al, KDD’04]; Hyperbolic community 
detection [M Araujo et al, ECML-PKDD’14]; SNAP datasets: 
http://snap.stanford.edu/data/index.html

Hyperbolic communities
in YouTube friendship and
Wikipedia articles [SNAP
datasets]

Hyperbolic community 
In our BeerAdvocate data



How can we avoid detecting the false positive
hyperbolic block?
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Penalize sink nodes 
in both blocks

Synthetic data



Challenge II: Consider temporal information in 
fraud detection
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Tensor-based methods (M-Zoom, 
D-Cube, CrossSpot) detect the 
two cases as the same density 
level in temporal dim.

time

p
d

f

time

p
d

f

Comparison with existing methods

“hy-community” : avoid detecting the naturally-formed 
hyperbolic topology

time bins

user

product
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Contrast suspiciousness in HoloScope

 𝐷 𝐴, 𝐵 =
σ𝑣𝑖∈𝐵

𝑓𝐴(𝑣𝑖)

𝐴 +|𝐵|

• 𝐴 ⊂ 𝑈, 𝐵 ⊂ 𝑉

• 𝑓𝐴 𝑣𝑖 = , 𝜎𝑗𝑖 is edge weight

 Contrast susp: 𝑃 𝑣𝑖 ∈ 𝐵 𝐴
• the conditional likelihood

 Objective: 
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Topology-aware (dense block) HS-α 

𝑃 𝑣𝑖 𝐴 = 𝑞 𝛼𝑖 , 𝛼𝑖 =
𝑓𝐴(𝑣𝑖)

𝑓𝑈(𝑣𝑖)

Scaling fun: • 𝑞 𝑥 = 𝑏𝑥−1, 0 ≤ 𝑥 ≤ 1 and constant
𝑏 > 1

users’  susp score: 

𝑆• 𝑢𝑗 ∈ 𝐴 = σ𝑢𝑗𝑣𝑖∈𝐸
𝜎𝑗𝑖𝑒𝑗𝑖 ∙ 𝑃 𝑣𝑖 𝐴
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Algorithm HS-α considers topology
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𝕄A

V𝑆𝑚𝑖𝑛

A

V

A
V

𝑆𝑚𝑖𝑛

epoch 1:

epoch 2:

epoch |U|-1:



HS-α can shrink the detection box over 
hyperbolic community 

 Synthetic data

• Scaling fun: 𝑞 𝛼𝑖 = 128𝛼𝑖−1

• b = 128
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Temporal spike: burst and drop are suspicious

 The histogram (time series) of a sink node

• users retweet a message in Sina Weibo data.
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Group 𝐴1 and 𝐴2 has the 
same total # of retweets 
𝐴1 is more suspicious than 𝐴2

graphsource	
nodes

sink	
nodes

ts of sink node 



Detect spikes in time series of a sink node 

 SB (Sleeping Beauty) defines burst and awakening point

 drop and dying point
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Detecting and identifying Sleeping Beauties in science [Ke et al, 
PNAS’15]

awakening point: the point
has the largest distance to 𝑙



HoloScope considers time spikes

multibust

𝑃• 𝑣𝑖 𝐴 = 𝑞(𝜑𝑖), 𝜑𝑖 =
Φ(𝑇𝐴)

Φ(𝑇𝑈)

sudden drop

• 𝑓𝐴 𝑣𝑖 = σ𝑗 𝜎𝑗𝑖𝑒𝑗𝑖

• 𝜎𝑗𝑖 = ∆𝑐𝑏𝑑 ∙ 𝑠𝑏𝑑
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𝑠𝑎𝑚
∆𝑐𝑎𝑚

𝑡𝑎

𝑡𝑚

𝑠𝑏𝑑
∆𝑐𝑏𝑑



Time obstruction for fraudsters

 Theorem 1
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Let N be the number of edges that fraudsters want to 
create for an object. 
If the fraudsters use time less than

𝜏 ≥
2𝑁∆𝑡 ∙ (𝑆1 + 𝑆2)

𝑆1 ∙ 𝑆2

then they will be tracked by a suspicious burst or drop.

▪ ∆𝑡 is the size of time bins, 

▪ 𝑆1 and 𝑆2 are the slopes of normal rise and decline 

respectively
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HS: make holistic use of signals

 Topology awareness: 𝛼𝑖 =
𝑓𝐴(𝑣𝑖)

𝑓𝑈(𝑣𝑖)

 Temporal-spike awareness: 𝜑𝑖 =
Φ(𝑇𝐴)

Φ(𝑇𝑈)

 Rating deviation: 𝜅𝑖
• 𝜅𝑖=KL-divergence(𝐴, 𝑈\𝐴)

• 𝜅𝑖 ← 𝜅𝑖 ∙ min{
𝑓𝐴 𝑣𝑖

𝑓𝑈∖𝐴 𝑣𝑖
,
𝑓𝑈∖𝐴 𝑣𝑖

𝑓𝐴 𝑣𝑖
}

 Contrast susp of HS

• 𝑃 𝑣𝑖 𝐴 = 𝒒 𝛼𝑖 𝒒 𝜑𝑖 𝒒 𝜅𝑖 = 𝑏𝛼𝑖+𝜑𝑖+𝜅𝑖−𝟑

• “joint probability”
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Using the same algorithm framework

 Find burst and drop points of each sink node 
• cost 𝑂(𝑑𝑣), total cost 𝑂(|𝐸|)

 Use framework of HS-𝛼 algorithm
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𝑂 𝑚0 log𝑚0 , 𝑚0 = 𝐴0

𝑂(𝑑𝑢 ∙ |𝐴|)

𝑂(𝑑𝑢 ∙ |𝐴| ∙ log𝑚0)



Time complexity

 The time complexity is
•

• When 𝐴0 = 𝑈, it is 𝑂( 𝑈 𝐸 log |𝑈|)
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Scalable HS algorithm

 Main idea: feed small groups of users ෩𝑈 into 
GreedyShaving Procedure (previous HS alg. )
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To consider temporal and 
#star information, we 
matricize tenor into a matrix

time bins

user

product

user

(product, time bins)

unfold



Scalable HS alg is sub-quadratic # of nodes

 Theorem 2 (algorithm complexity)
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Given 𝑉 = 𝑂(|𝑈|) and 𝐸 = 𝑂(|𝑈|𝜖0),

the time complexity of FastGreedy is subquadratic,

𝒐(|𝑼|𝟐) in little-o notation, 

if |෩𝑈 𝑘 | ≤ |𝑈| Τ
1
𝜖, where 𝜖 > max{1.5, 2

3−𝜖0
}

 In real life graph, if 𝜖0 ≤ 1.6, so we can limit |෩𝑈 𝑘 | ≤ |𝑈|1/1.6
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Data sets
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Data sets are published by [J McAuley and J Leskovec, RecSys’13] [J 
McAuley and J Leskovec, WWW’13] [A Mukherjee et al, WWW’12]



Performance on injected labels

 Mimic fraudsters to inject edges, time stamps 
and #stars, with different fraudulent density
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The fraudulent density ranges from 1.0 to 0.01 for testing

We use two quantitative metrics for 
comparison 
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1. “auc”: the area under the curve of the accuracy curve

2. lowest detection 
density (L.D.D.): the 
density that a method 
can detect in high 
accuracy (”≥ 90%”).

(0.0333, 0.92723)



Performance on injected labels by mimicking

 HS achieved the best auc, and even reached the testing 
upper bound (0.9950) in two cases

 HS has L.D.D. as small as 200/14000=0.0143 on source
nodes, the minimum test density 0.01 on sink nodes.

39

* the performance is very stable when b larger than 32.



Performance on real labels from online system

 Sina Weibo is a microblog and Twitter-like website
• 2.75 M users, 8.08 M messages, and 50.1 M edges in our

data of Dec 2013
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Scalability
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BeerAdvocate dataset Amazon Electronics dataset
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Conclusion and taking away

 HoloScope: 
• Fraud detection on (user, object, timstamp, #stars)

 Unification of signals
• topology, temporal spikes, and rating deviation

 Theoretical analysis of fraudsters’ obstruction

 Effectiveness

 Scalability
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More information about HoloScope

 Most data sets is publicly available

 Source code

• https://github.com/shenghua-liu/HoloScope
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THANK YOU

Questions & Answers
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